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https://www.bimco.org/-/media/bimco/about-us-and-our-members/publications/ebooks/cyber-security-guidelines-2018.ashx
http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/Resolution%20MSC.428(98).pdf
http://www.imo.org/en/OurWork/humanelement/safetymanagement/pages/ismcode.aspx
http://www.gard.no/Content/23896593/MSC-FAL.1-Circ.3.pdf

GARD INSIGHT 17 APRIL 2020

> SPrEEDNERTEGE  BOEER - BRGNS AR - DURARE ~ BOAE BV
Z (R HL 45 5 2 U5 Y T AF

55N BBV ERVTE AT EE - RURIFTA AL — - RERETRNESFURIER -
WIZEIESE © AT FRE RO FRIRE (RARAETILY - DURAEER © AR AR ey > EESRAZR AR
B3 >R HU ] I P28 S FF ISR [RIE P2 SR 2 > SROBEEER S XS -

BN 2 HRASRITRNRENZ 2 - T AT

BFHFEBET - REFITERATRES TR LR - KIL > (EEtRSTIITE M2 ESHIA
oo ﬁﬁ?@f’éﬁ%ﬁlﬁfﬂ’ﬂﬁE’\Jmﬁﬁﬂ:ﬂ%%fiﬂémﬁlﬂ IR RN i EA AL B B2 T Kk

SERH TSR RG22/ 2 ORTURAE - P2 S B T = AR F AR SO I T 22 15
HEPRAEME: - FERNEEFRIUIEZAT > SR RERE AR A -

s A AR L ED T (A eRidAL ~ AIVEEE TR sk ) AVARIeRIT - BEZRHY M 484 T AE
SEHRTIRS AL SR Mg R ERE

PRI R EFIAY [EII T ATRE A A E BRI - R a2 UAaE TR ey 24 - ke
VFE I RIASAER AR - BE5h o B AR B A G AT BRI B IR B — ik S B O AR XA
MR LS ARGV IS FASR SRS > XA EA AR 2 S ARV E BN %
NS PRSI — D EZEE Y

Gard A FFET T HAAGAAET IT A1 OT £t » DU AR AT SR BN A (BEA él
J& ~ GRS EI T » XM EATA T RENIAV RS > DU EHAmE K24 ~ imE
M 52T T

—LEIT 71 OT Z G AU iIR] > JF HATRERFSER O BAN » s TRBALRE % ~ BdEUess ~ 4P -
LML - XERGAILUE "“B=55 - NIMKE R o] DHE e (i B R PRI 5 > HFHE A2
BN SR EEEE -

Eﬁt&?ﬂ%ﬂ Vil B ECE D REY S A LA F bl & DU LR -
FEAEAAT ARG T BN LA R AR AR TN 48 _ERY T /RS -
Y 2 L 2 e SRR B AR B R R B 5T
TREMERR SR RS
LSl ENS
SRS - BFEHETSHIE (ENC) fifT4dEid 3% (VDR)
BIAEML Z 4 (DP)

TR IR ERL ~ AL ~ STV E BRI R 2R
R ORIES > AHES AL (CCTV)

LALERGE » WWESTFHEAL ~ BTEs  IBRZEARL,
HER SR (ESD) - JBIRHEAIZRNIZEE

DU 25 WA R - AT REAE BUA AR — S fifn_EHIBY -
TR EAZUEIPHIRE SRS
TERKRESRARIRE - PRREB e
LR ENEREFERE - SE TR E A RO ERE K AT -

© 2020 Gard AS 3



GARD INSIGHT 17 APRIL 2020

REECT R LB G = SR ORI FE AT 28 X157 -
LR G RFIEA TR L -
= X B R B B AR S5 e B R AE N Y 55 =TT B 13 e 221

B3 ¢ fRAHE LA B Z R E R

LA > B ROE IR TR AN RR - I - il gt T a5 BRI TR BRI R S I 2%
BT ER,

BTG 222V T - LSS X —[AE R A R e - FHR 0T SRS E RS - (B S
fyZE(E] o X— 545 E] T Futurenautics Maritime £EH1S A EOKFESTTHY_“2018 FE[ G % M4
B AYIESE » 2E 15%HY8 R Frieg i g2 el » BV 33%AE R M 15T —H T/E
BN E1A E R O E RS AYER -

FE VAL PZE XSS » HNESRIA B B TR LA SR &5 & - fis B A BIFECRIF IT R OT ZZ 75 HikE
ERBER - BHREREIEATHESR - G140« (8 AT RS S RIRE S50 2 R (F RS Em A R HT B R
L HEITEAE o S)IAER R RN ARIE AT S GURIE A S VIR B DA TR FE Y i

%O

Gard JLATHE 5 DNV-GL —#EA AR | — B N ERI o SR 2B E) - #I0 HE TEMHES
50N BN S R RA T 2D - LI SR TN HA ARV SRR BIAIRE ST © HEFETEh
B HEYFHAZN T ORI - i S S A T s Ty 75t -

E  BATENE N ARGFREER - BRFTARER “COVID-19"H#AEf
SHEEAEEM S “"COVID-19" MR M T ~ M2t iEReny ikt - 705 COVID-
19 MHRIVHAZEARIG R ~ SCREALTE -
{58 FH AT SRR TR —-EE sk B S7ARYBUR ISR HTHY > 2 T35 5RHYI 48242 21 COVID-19 (55
AT AR A BT 555 5 A= IS BT AEK -
TBIRICESSRLAESS > WiF e MRS Mo L Y s A2 15 1R -

More resources
Gard

August 2019 - Maritime industry targeted by cyber criminals

July 2019 - Ship operators cannot afford to turn a blind eye to cyber security

Jan 2019 - Denmark identifies cyber threats in its maritime sector

December 2018 - It is time to strengthen your onboard cyber security procedures

June 2018 — Cyber security awareness campaign

Full 20 mins video for crew awareness and training (MP4 - 635Mb)

Short 3 mins teaser of the full video for creating interest (MP4 - 102Mb)

Loss Prevention Poster Cyber security

Loss Prevention Poster Think before you click

© 2020 Gard AS 4


http://www.crewconnectivity.com/?product=2018-crew-connectivity-survey-report
http://www.crewconnectivity.com/?product=2018-crew-connectivity-survey-report
http://www.gard.no/web/content/cyber-security-awareness
http://www.gard.no/web/updates/content/28203953/maritime-industry-targeted-by-cyber-criminals
http://www.gard.no/web/updates/content/27958640/ship-operators-cannot-afford-to-turn-a-blind-eye-to-cyber-security
http://www.gard.no/web/updates/content/26991170/denmark-identifies-cyber-threats-in-its-maritime-sector
http://www.gard.no/web/updates/content/26742440/it-is-time-to-strengthen-your-onboard-cyber-security-procedures
http://www.gard.no/web/content/cyber-security-awareness
https://vimeo.com/271626838
https://vimeo.com/271626980
http://www.gard.no/Content/27499276/cache=1573047291000/attr=963499adc39b4b4de0536f1da8c07bd6/gard_poster13_+Cyber+security_lores+%28ID+367614%29.pdff
http://www.gard.no/Content/28214472/cache=1573047282000/attr=963499adc3a14b4de0536f1da8c07bd6/gard_poster14_Thinkbeforeclick_lores+%28ID+367616%29.pdfk
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Loss Prevention Poster Is your download free of malware?

BIMCO

BIMCO together with the International Chamber of Shipping (ICS) have, October
2019, published a new “Cyber Security Workbook for On Board Ship Use” meant to
serve as a guide for the master and officers on board ships and thereby help them
prepare for a potential cyber incident.

BIMCO together with Safety at Sea publish a cyber security white paper, in September
2019, containing advice based on results and findings from Cyber Security Surveys
produced over the last four years, as well as on feedback and knowledge from
experts at roundtable events.

BIMCO together with other leading shipping organisations have in August 2019,
published version 3.0 of the Guidelines on Cyber Security onboard Ships (commonly
referred to as the BIMCO Guidelines), which offer guidance to shipowners and
operators on how to assess their operations and develop the necessary procedures
and actions to improve resilience and maintain integrity of cyber systems onboard
their ships. The guidelines have been aligned with the recommendations given in
the IMO Guidelines on Cyber Risk Management. See also this useful poster which can
help prevent the most common cyber incidents.

US Coast Guard

The US Coast Guard published its Cyber Strategy in July 2015 in response to what it
perceives is one of the greatest threats to US economic and national security
interests. The Coast Guard’s cyber security website provides access to the strategy
document and other cyber-related information, e.g. their Cyber Maritime Bulletins,
and can be viewed by using the link: http://homeport.uscg.mil and the following path:
Missions > Cybersecurity

The US Coast Guard published version 3 of its Guidelines for Cybersecurity Onboard
Ships on 13 December 2018. These guidelines were developed to mitigate the
potential safety, environmental, and commercial consequences of a cyber incident
and are designed to assist companies in formulating their own approaches to cyber
risk management onboard ships.

UK Department of Transport (DfT)

The DfT published its Code of Practice: Cyber Security for Ships on 13 September
2017, providing a management framework that can be used to reduce the risk of
cyber incidents that could affect the safety or security of a ship, its crew, passengers
or cargo. The Code of Practice is intended to be used together with DfT’s Good
practice guide: cyber security for ports and port systems, latest edition issued on 27
January 2020.

Although the Code of Practice refers to Maritime Security Regulations in the UK, its
provisions are complementary to those of the SOLAS Convention, the ISM Code and
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http://www.gard.no/Content/28214473/cache=1573047271000/attr=9634cfbaed1671bce0536f1da8c0ed4f/gard_poster16_++malwarefree_lores+%28ID+367618%29.pdf
https://www.bimco.org/about-us-and-our-members/publications/cyber-security-workbook
https://www.bimco.org/news/priority-news/20190916-safety-at-sea-and-bimco-publish-cyber-security-white-paper
https://www.bimco.org/-/media/bimco/about-us-and-our-members/publications/ebooks/cyber-security-guidelines-2018.ashx
http://www.gard.no/Content/21323229/MSC.1-Circ.1526.pdf
http://www.gard.no/go/target/23376980/
https://homeport.uscg.mil/Lists/Content/DispForm.aspx?ID=145&Source=/Lists/Content/DispForm.aspx?ID=145
http://homeport.uscg.mil/
https://homeport.uscg.mil/Lists/Content/DispForm.aspx?ID=35516&Source=/Lists/Content/DispForm.aspx?ID=35516
https://homeport.uscg.mil/Lists/Content/DispForm.aspx?ID=35516&Source=/Lists/Content/DispForm.aspx?ID=35516
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/642598/cyber-security-code-of-practice-for-ships.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/859925/cyber-security-for-ports-and-port-systems-code-of-practice.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/859925/cyber-security-for-ports-and-port-systems-code-of-practice.pdf
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the ISPS Code and it is therefore considered as a useful guidance document for all
nationalities of ships.

Classification Societies

ABS Cyber insight: A Simple approach to understanding cyber risk in OT assets

ABS Cyber insight: Cyber Security Solutions for Operational Technology

ABS Application of Cybersecurity Principles to Marine and Offshore Operations -
CyberSafety Volume 1

DNV GL Maritime cyber security insight (including ISM guidance)

DNV GL Recommended practice: Cyber security resilience management

Lloyd's Register Cyber insight - Tackling an evolving threat

Lloyd's Register Procedure for the Assessment of Cyber Security for Ships and Ships
Systems

{E3&: Jarle Fosen
BRI E
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https://www.abs-group.com/Knowledge-Center/Insights/Cyber-Security-A-Simple-Approach-to-Understanding-Cyber-Risk-in-OT-Assets/
https://www.abs-group.com/Knowledge-Center/Insights/Cyber-Security-Solutions-for-Operational-Technology/
https://ww2.eagle.org/content/dam/eagle/rules-and-guides/current/other/250_cybersafetyV1/CyberSafety_V1_Cybersecurity_GN_e.pdf
https://ww2.eagle.org/content/dam/eagle/rules-and-guides/current/other/250_cybersafetyV1/CyberSafety_V1_Cybersecurity_GN_e.pdf
https://www.dnvgl.com/maritime/insights/topics/maritime-cyber-security/index.html
https://www.dnvgl.com/maritime/insights/topics/maritime-cyber-security/ism-guidance.html
https://www.dnvgl.com/maritime/dnvgl-rp-0496-recommended-practice-cyber-security-download.html
https://www.lr.org/en/cyber-security/
http://www.gard.no/Content/29536041/MO_Procedure_for_the_Assessment_of_Cyber_Security_for_Ships_and_Ships_Systems_Septe.pdf
http://www.gard.no/Content/29536041/MO_Procedure_for_the_Assessment_of_Cyber_Security_for_Ships_and_Ships_Systems_Septe.pdf

